GSMA Coordinated Vulnerability Disclosure
Document Template – WORD Format
	Reporter Details 

	Name (either full or nickname):
(Mandatory Field)
	Yaru Yang

	Organisation
	Network and Information Security Lab @ Tsinghua University

	Email
(Mandatory Field)
	yangyr17@gmail.com

	Telephone
	+8618981333679

	Can we provide your name to the vendor if required
	No ☐          Yes ☒

	Do you want to be publicly acknowledged
	No ☐          Yes ☒

	Vulnerability Details  
(All below are mandatory fields)

	Title of Vulnerability

	Traffic of RCS Service in China is Unencrypted in Cellular Network.

	Description of Vulnerability

	In providing RCS services, China Mobile and China Unicom do not implement IPSec, and they also refrain from demanding TLS encryption when mobile phones utilize cellular networks. This situation leads to traffic being entirely unprotected, leaving it vulnerable to interception. Consequently, when such traffic transits through insecure networks—such as when a VPN is enabled—or is coupled with the exploitation of additional security weaknesses, it may pave the way for man-in-the-middle attacks. In this scenario, attackers gain the ability to send RCS messages impersonating the victim to any target, falsify RCS messages originating from any source to the victim, and oversee, intercept, and modify any RCS messages sent to or received by the victim. Furthermore, they can extract critical information from the victim's device, including the phone number, device model, and OS version.

	Product or Service Name
	5G Messaging (RCS) service (only tested in China)

	Date Vulnerability Found
	2022/10/3 (not sure)

	Is the Vulnerability still live
	No ☐          Yes ☒

	Do you believe the vulnerability is being currently exploited
	No ☐          Yes ☒

	Probability of reproduction of vulnerability
	1 – Always ☒    2 – Often  ☐    3 – Rarely ☐

	Possible threat caused by the vulnerability
	MITM Attack. Attackers gain the ability to send RCS messages impersonating the victim to any target, falsify RCS messages originating from any source to the victim, and oversee, intercept, and modify any RCS messages sent to or received by the victim. Furthermore, they can extract critical information from the victim's device, including the phone number, device model, and OS version.

	Can you provide any PoC Code, Screenshots or Http requests etc.
	Captured unencrypted traffic:
[image: ]
Example of forging RCS messages from any source to the victim. Note that the displayed source could be any phone number or string of letters and digits.
[image: ]

	Do you intend to let us review the vulnerability before going public
	No ☐          Yes ☒

	To what other organisation(s) has the vulnerability been reported?
	None. But we plan to disclose it at NDSS 2024 (Camera Ready Deadline is Wed, 29 Nov 2023)




image1.png
> Frame 1: 1331 bytes on wire (10648 bits), 1331 bytes captured (10648 bits) on interface -, id @
> Linux cooked capture vi
> Internet Protocol Version 4, Src: 10.13.90.246 (10.13.90.246), Dst: 223.92.5.132 (223.92.5.132)
> Transmission Control Protocol, Src Port: 42919, Dst Port: 5460, Seq: 1, Ack: 1, Len: 1275
v
session Tnitiation Protocol (MESSAGE)
> Request-Line: MESSAGE tel:+sc1sollll3679 SIP/2.0
v
message Header
> To: <tel:+8618o[llB679>
> From: <sip:+8617sillli7109@z] .5GMC. ims.mnce@e.mcc460.3gppnetwork.org>;tag=q2z_0AVsirgIKHrL421xtzr3IH
> P-Preferred-Identity: <sip:+8617sll7109@z].5GMC. ims.mnc@@0.mcc460.3gppnetwork.org>
p-Preferred-Service: urn:urn-7:3gpp-service.ims.icsi.oma.cpm.msg
Accept-Contact: *;+g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims

csi.oma.cpm.msg”

Call-ID: 2z_@AVsirgIKHrK421*.5TIsHq@10.13.90.246
[Generated Call-ID: 2z @AVsirgIKHrK421*.5TIsHq@10.13.90.246]
> CSeq: 1 MESSAGE
Max-Forwards: 70
User-Agent: CPM-client/OMA2.2 RCS-client/UP_2.4 term-Mi/MI_M20073122C-V12.6.9.0.QJECNXM client-JUPH/GB-12.0.0.0 0S-Android/v12.6.9.0.QJECNXM
> via: SIP/2.0/TCP 10.13.90.246:42919;branch=20hGAbKHG2z_@AVsirgIKHrMA21+.5Ts;rport
Content-Type: message/cpim
Content-Length: 403
v Message Body
From: <sip:+8617sll7109@z] .5GMC. ims.mnco®0.mcc460.3gppnetwork.org>\r\n
To: <tel:+8618o[lB679>\r\n
NS: imdn<urn:ietf:params:imdn>\r\n
imdn.Message-ID: fc49695e-9414-103a-bda2-6964eae75a0f\r\n
DateTime: 2022-04-02T02:10:50.214+08:00\r\n
imdn.Disposition-Notification: positive-delivery, display, interworking\r\n
\r\n
Content-Transfer-gncoding: base64\r\n
Content-Type: text/plain;charset=UTF-8\r\n
Content-Length: 8\r\n
\r\n
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Hi, Alice. I'm EvilBob




